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Foreword

Twenty years ago, terrorism was a problem for only a limited number of countries and
followed a relatively predictable pattern. Nationalist groups, such as the IRA in Ireland
or the Basque separatists in Spain, had been around for a long time, used largely the
same methods and had a well-known political agenda. It was not easy, but still possible
to negotiate with such groups, divide them internally, and ultimately integrate them
into a democratic political process. Other groups, more ideological in nature, such as
the Bader Meinoff gang in Germany, the Red Brigades in Italy, or the Cellules Com-
munistes Combattantes in Belgium flared up only briefly and with minimal political
impact. In short, terrorism seemed both finite and containable. There was light at the
end of the tunnel.

As we begin 2017, this is no longer the case. Terrorism has become a universal
challenge. The number of countries experiencing attacks or terrorist activities on their
territories is increasing all the time, even if the majority of attacks are still overwhelm-
ingly concentrated in conflict zones such as Iraq, Syria or Afghanistan. There are many
more groups, increasingly networked, and some, such as ISIS or Al Queda, have ac-
quired a global outreach and appeal. Given their agendas of extreme confrontation de-
rived from religious fundamentalism and rejection of liberal, open societies, negotia-
tion with these groups is inconceivable.

Their ability to rapidly metamorphose and adapt to new technologies, such as the
Internet and social media, exploiting the key elements of the Western societies they
claim to despise, makes it difficult for the international community, let alone the coun-
tries most affected, to come up with convincing, short-term solutions. Whereas the old
terrorists focused on state institutions or representatives, the new brand is more focused
on the liberal way of life and all its manifestations, such as young people in a Paris
concert hall or shoppers at a Berlin Christmas market. This makes the range of targets
almost endless, and the ability of the terrorist to sow fear and stoke sectarian hatred,
with even modest means, all too easy; especially in a media environment which tends
to hype the impact of these attacks, and give them 24/7 coverage, beyond their actual
significance. It may well be true for political leaders, like former President Obama, to
claim that “terrorism is not an existential threat” (especially compared to nuclear war,
pandemics or extreme weather events driven by climate change); this fact doesn’t pre-
vent a growing climate of public fear, loss of confidence in institutions, and a popular
perception, reflected in several opinion polls, that ISIS is public enemy number one and
more terrorism is virtually inevitable.

In response, some commentators have asserted that we will need to learn to live
with terrorism, adapt to it, and to cite the famous slogan in World War Two Britain,
“keep calm and carry on.” Certainly more resilience in the face of terrorism is one of
the solutions to it. Yet what is neither necessary nor desirable is that resilience comes
to mean passivity or acceptance. There is much that we can do to make life harder for
the terrorist, to frustrate his plans, limit the damage from his attacks, and dismantle his
networks, finances and supply chains. We need not only to better share intelligence, but
also experiences, tactics and modus operandi. We need to identify what works sooner
and drop approaches that do not before they become counter-productive. While we
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seek to prevent the exploitation by terrorists of new technologies, especially in the
fields of weapons of mass destruction, cyberspace, biology, new materials and robotics,
we also need to examine how we can better exploit our own technological resources to
better anticipate, and thus prevent, the planning, training and conduct of terrorist opera-
tions. The terrorist is good at doing a lot with often modest resources. How can we do
better with the much greater resources that we have at our disposal, but where we are
less able to pull all the various elements together?

At a time when a new U.S. administration is taking office and promising a fresh
approach to defeating ISIS and other terrorist groups, and other NATO nations are also
reviewing their terrorist strategies against an evolving threat, the Advanced Research
Workshop that was held in Washington, DC last July could not have been more timely.
Organized by the Millennium Project USA in collaboration with the FIRST2T group,
Israel, and with the help of the TAM-C solutions/USA+Israel, this Workshop brought
together many of the finest and sharpest minds that we have to analyze our current state
of play, and suggest ways of doing better to fight terrorism in the future. Lasting three
days, the Workshop was able to address in a most comprehensive fashion all the key
dimensions of a successful counter-terrorism strategy for the NATO countries: tech-
nical, legal and social, and to look ahead with realism but also imagination. For this
reason, NATO was very pleased to be able to support the Workshop through our Sci-
ence for Peace and Security Programme.

To my great satisfaction, the results of the many expert presentations and exchang-
es are now published in this succinct but comprehensive volume. My thanks go to the
editors, Theodore Gordon, Elizabeth Florescu, Jerome Glenn, and Yair Sharan, for the
fine work that they have done to blend many insights and topics into 16 excellent chap-
ters. To my mind, this publication is one of the best studies of modern terrorism and
what to do about it that we have at our disposal. So I am confident that it will find a
wide readership not only in academic or think tank circles but, even more importantly,
among policy makers and government officials. They stand to benefit most and they
can afford least of all to ignore the important conclusions and recommendations that
this wise publication has provided.

Jamie SHEA

Deputy Assistant Secretary General,
Emerging Security Challenges Division, NATO
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Introduction

Theodore J. GORDON®!, Elisabeta FLORESCU"*
Senior Fellow, The Millennium Project, USA
®Director of Research, The Millennium Project, Canada

We hear, almost daily, about new atrocities committed against civilized society by
terrorists. The perpetrators are most often killed or captured but the significance of
these attacks seems to be growing. Anticipation and thwarting of these crimes is likely
to become even more urgent since would-be terrorists have easier access to new tools
that will enable them to develop massively destructive weapons (such as using CRISPR
and synthetic biology to create new infectious viruses; and the creation of digital
viruses in cyberspace to cause disruption of vital services). Many of these weapons will
be very difficult to pre-detect®.

Never before have technological advances had so great an impact on security—not
only increasing the nature and level of threats, but also for the possibility of providing
the means to address the threats. Technologies that could increase security include
ubiquitous and omnipresent surveillance systems, the use of new algorithms for big
data, improving bio- and psycho-metrics, and artificial intelligence and robotics. Yet
trustworthy and reliable partners and an active and alert society remain sine qua non to
reduce terrorism.

While there is much research going on in different domains and disciplines—from
all types of screening and surveillances, to use of remote-controlled objects—there is
little communication among the developers and even less among different countries’
security organizations about the priority and applications of these technologies.
Similarly, there are few public discussions or debates on the implementation of new
and emerging techniques for the discovery of people with mal-intent and a universal
legal framework for the use of different practices and information. What are the
available techniques? What are the emerging technologies? What are the impacts of
large population screening? What type of screening are being used and how reliable are
the data? Who has the right to collect information? How can it be used, shared,
analyzed and who has access to the assessments? How can these assessments be used?

For addressing some of these questions, a three-day Advanced Research Workshop
was held in Washington DC, July 23-27, 2016, supported by NATO’s Science for
Peace and Security Programme®. It has been organized by The Millennium Project,
USA, in collaboration with the FIRS2T® group, Israel and the help of the TAM-C
USA/lIsrael.

! Corresponding author

2 In the context of this book and the workshop, “pre-detection” represents “the
operational concept of identifying a potential terrorism act or a person with such intent
before the plan’s implementation”.

¥ NATO’s Science for Peace and Security Programme http://www.nato.int/science

* The Millennium Project, http://www.millennium-project.org

5 FIRS2T group http://ronydayan.wix.com/firs2t



The workshop was designed to promote discussions and information exchange
among futurists, security experts, and S&T experts in fields associated with emerging
detection and identification technologies about new approaches that could help identify
potential terrorists and their plans as early as possible.

The threat is clear enough. During the month in which this workshop took place,
about five terrorism incidents took place each day, on the average. While there was
great variation in the lethality and damage of these incidents, researchers in the security
field have recognized the potential for escalation, perhaps to include the use of
Weapons of Mass Destruction.

Thus, within the limits of security classification considerations (the workshop was
unclassified), the meeting was expected to address potential strategies that might help
NATO and other relevant bodies anticipate attacks, prospective detection technologies,
and possible positive and negative aspects, as well as uncertainties and anticipated
difficulties in implementing these techniques. The discussions were designed to
facilitate transfer of knowledge from one discipline to another and support productive
synergies and cooperative activities that did not exist before.

More specifically, the objectives of the workshop were to:

e Provide a forum to exchange information about emerging detection

technologies and their relation to security issues.

e Review of the successes and limitations of currently known methods of
identification of adversary planning as well as detection of potential terrorists
and their activities.

o Describe emerging detection technologies and systems that are available or are
in development, their promises and limitations, as well as their uncertainties.
The discussions surrounding this objective will include operating concepts of
emerging techniques, expectations about the future capability of these systems,
and research programs that may improve accuracy and coverage of the new
systems.

e Describe practical issues involved in the application of these systems, in
identifying potential terrorists and their plans to attack people and
infrastructure, including cyber attacks.

e Assess the potential impacts of the Internet-of-Things and big data and their
use by security services as well as potential terrorist organizations.

e ldentify social, cultural, and regulatory consequences that may accompany
early detection and identification. Strategies based on new technologies are
raising questions about regulations and the lack of global frameworks on a
range of issues from cybersecurity to privacy and confidentiality of data. How
can issues such as the conflict between the desire for privacy and need for
intrusive screening, or anticipating and dealing with the stigma that may arise
from false positive identification of suspects as well as the need for remedies
be reconciled?

e ldentify some “wild cards” that would impact both terrorism and strategies to
address it.

e Sketch macro-scenarios that could help test ideas and strategies using “case
studies” through joint activity of the participating experts.

A Real-Time Delphi (RTD) preceded the workshop to gather preliminary

information and rate the importance, likelihood, and implementation timeframe of
different detection technologies and strategies; potential terrorism triggers, scope and



spectrum; eventual response to prevent attacks, as well as potential ethical and social
implications of different strategies. Inputs from the RTD were used to design and focus
the discussion themes of the workshop itself and a presentation of the RTD results was
made at the workshop. Other facilities and resources used in the construction of the
workshop were:

e The Millennium Project’s Global Futures Intelligence System, to help gather
background material and explore technical, legal and social implications of the
use of various policies and techniques

e Ted Gordon’s “What If” databases of events to form lists of long-shot events
that could impede or facilitate pre-detection techniques.

The three-day workshop featured intensive presentations and discussions in
different formats. The diversity of the contributors generated interesting and novel
potential approaches for terrorism pre-detection and prevention. The participants prized
the workshop for its innovative insights and creation of new collaboration opportunities.

This book contains the descriptions of some of the presentations, a summary of the
preliminary RTD results, and an analysis of the workshop outcomes and
recommendations. Appendix A details the program of the workshop with a synopsis of
the presentations. Appendix B presents a short biography of the participants. The
presentations and short biography of the presenters are also available online at:
http://www.millennium-project.org/millennium/NATO-PredetectionWorkshop.html.

Feedback on this report is invited and can be addressed to Ted Gordon
(tedjgordon@gmail.com), Elizabeth Florescu (Elizabeth@millennium-project.org),
Jerome C. Glenn (Jerome.Glenn@millennium-project.org), and Yair Sharan
(sharany@gmail.com).
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